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The increasing applications of image processing have shifted the focus to the security of images during
their transmission. In this work, the main focus is on the security of gray scale images against
cryptanalysis attacks. A new model for encryption algorithm of the grayscale image is presented through
substitution boxes (s-box). The proposed technique contains two parts; in the first part six different
substitution boxes are generated from Galois field and linear fractional transformations. In the second
part, the generated substitution boxes are used for the encryption process of message image. For the
estimation of the strength of the proposed technique; nonlinearity and strict avalanche criteria, statistical
tests (contrast, correlation, energy and homogeneity) and histogram analysis were performed on the
substitution boxes and on the encrypted images respectively to check its resistance. The proposed
algorithm is found to be more robust as compared to other encryption techniques against attacks in
insecure transmission paths.

Strict avalanche criteria,
Statistical analysis

1. Introduction

Image encryption technique is employed to protect the
contents of image by transforming the confidential image
into a noise-like image [1]. The information carried by
images has very critical applications in the field of
telemedicine, broadcasting, scientific research, government
affairs and in the telecommunication field. As the
transmitting media is open and insecure, it is very necessary
to keep our data confidential from eaves droppers. It faces
different threats during transmission on insecure channel like
fabrication (middle person (attacker) makes the information
false and sends it to the person), interruption (the transmitted
information is blocked by the third persons and the intended
receiver cannot receive the information), modification (the
confidential data is eavesdropped by the attackers who send
the data to the recipients by changing it), and interception
(the confidential data are not only received by the intentional
receiver, but also by the invader). These problems can be
overcome using strong and complex cryptographic
algorithms.

Image contains bulky information consisting of matrices
of two or three dimensions, so its encryption and decryption
processes are different than text files [2]. The values in these
matrices which show the intensity and brightness of the
images are called pixels. In image encryption techniques, the
pixel values are transformed from the original values. Image
security which is based on cryptography is divided into three
major classes; permutation algorithms, pixel conversion
dependent methodologies and visual change dependent
algorithms [3]. In the work by Pareek and Patidar [4] and
Enayatifar et al. [5] images are permuted by the Bakers map,
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logistic map, genetic algorithms, DNA sequence, Chen
method, and column-row permutation. Encryption by
permutation is also carried out either using pixels or bits. The
bit planes are widely used in encryption of images.

In the study by Teng et al. [6] a chaos based bit level
permutation was used in the encryption process for the
image by first converting into three bit level and
afterwards converted message image to one-bit level image.
Xu et al. [7] presented an encryption method in which the
message image was converted into two equal binary
sequences that was diffused under the action of the piecewise
linear chaotic map. There is another presented encryption
algorithm in which multiple images are used in which
encryption is done by xoring the chaotic permuted
segmented image with scrambled image [8]. In the study by
Tian and Lu [9] image is encrypted using both diffusion and
confusion methods, in which confusion is done by chaotic
dynamic substitution box and diffusion by DNA sequence.

In most of the research, the authors used two or more
techniques step by step to increase the privacy of images.
Pan et al. [10] presented a multiple image encryption
technique which used the discrete wavelet transformation
and nonlinear fractional mellin transformation. Arnold
transformation was also used to scramble the secret images
and discrete fractional angular transformation was applied to
encrypt the scrambled image with phase information as a key
in an iterative manner [11]. Chaotic time series is also used
for scrambling of image for the encryption process [12].
Yuan et al. [13] enhanced image secrecy in both time domain
and frequency domain by employing hyper digital chaos.
Image steganography is another technique used for cover
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image to provide security to the message image. In the paper
by Bukhari et al. [14] gray level image was first encrypted
using double random phase encoding.

After the first step it was steganographed by employing
least significant bit technique. However, the traditional
cryptographic techniques were not fully utilized, instead
some basic ideas and techniques were used in the encryption
of image as a building block of ciphering technique [15].
Image security is also achieved by the substitution boxes.
From review, permuted images are more vulnerable than
substituted images. Substitution boxes are the nonlinear part
of the symmetric cryptographic algorithm. It is the main part
of the standard cryptographic algorithms like DES (data
encryption standard) and AES (advanced encryption
standard) etc. [16].

Substitution boxes fulfill the condition of confusion of
secret communication presented by Claude Shannon against
frequency analysis attack, words and phrases analysis attacks
which were used to cryptanalyze the block ciphers.
Substitution box is defined as a function in which the series
of length x is an input and it outputs the series of length y.
The main property of s-box is its size as DES used 6x4 size
s-boxes and blowfish used 8x32 size s-boxes. S-box of larger
size is more resistant to linear and differential attacks [17].
The main standardized encryption algorithms such as Data
encryption standard (DES), advanced encryption standard
(AES), Triple data encryption standard (TDES) and Chinese
ZUC used the s-boxes for non-linearity purposes [18]. The
construction of substitution box also depended on the three-
D four wing autonomous chaotic system. In which the
parameters a= 0.2, b= 0.01, ¢ =1, d=-0.04, e= -1, f= -1 for
the chaotic system equation were used. In previous study
16*16 substitution box was generated with nonlinearity
105.8 and strict avalanche criteria value 0.4976 [19]. In
another method Mobius transformation and invertible
equation were used to generate the substitution box. From
that process, substitution box showed nonlinearity 108 with
strict avalanche criteria value 0.476 [20]. Alkhaldi et al. [21]
presented the algorithm for the generation of substitution
box. It was based on the tderc sequence which is two
dimensional chaotic sequences. The analysis tests showed
the nonlinearity 104 and strict avalanche criteria 0.4609.

For the design of s-boxes random, man-made and
mathematical approaches are used. In this paper, we focus
on the generation of s-box through math made approach. In
math made approach, mathematical principles are used for
the generation of s-boxes [22]. The encryption process of
gray scale image was carried out by the AES Gray
substitution boxes and the phase embedding technique [23].
Some are generated using the finite fields. In the study by
Azam [24] 40320 s-boxes were generated by employing
symmetric permutation group on Galois field with non-
linearity of 104. S-boxes generated from the heuristic
algorithm and hill climbing techniques were also efficient
against differential attacks. Some security algorithms
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employed arlond transformation to increase the strength of
substitution boxes by certain number of iterations [25]. In the
work by Zhang et al. [26] substitution box is designed using
chaotic properties of the Lorenz equation for image
encryption.

The linear fractional transformation was also used in the
construction of substitution boxes to produce non-linearity in
them. Substitution boxes which are made from chaotic maps
for the advanced encryption standard (AES) also showed
non-linearity 106 [27]. The main emphasis of this paper is
the encryption of a gray level image through substitution
boxes, which are generated by finite field and different
orders of linear fractional transformation. The resultant
substituted images are tested by statistical tests to evaluate
the robustness of designed encryption technique against
attacks.

2. Linear Fractional Transformation

Linear Fraction Transformation (LFT) is also known as
the Mobius transformation and is expressed as:

Z(x) = (a) (x) + (b)/(c) (x) + (d) M

Where a, b, ¢ and d belong to the given fields and it satisfies
the condition ad-bc#0.

LFT contains one or two specific elements and gives the
symmetry.

3. Galois Field

Evariste Galois gave the idea of Galois field that contains
a fixed number of elements. It is also known as the finite
field. In a finite field GF (M™) mathematical operations are
applied to the data which is represented as a vector. A field
has two operations, additions and multiplications. In the
Galois field, prime integer is used (M). The prime integer (n)
is greater than or equal to zero [28]. In this way Galois field,
becomes a unique field containing M™ Elements. In the
encryption field, M is chosen as 2. Advanced encryption
standard (AES) used the GF (28) in its block cipher. In this
field, the elements are represented by bytes (8 bits). These 8-
bit elements are referred as a polynomial with coefficients.
The polynomial of each element has degree n.

GF (28) is expressed in the form of irreducible
polynomial as:

a®+a*+ a*+a*+1 )
The elements of the Galois field GF (P™) are represented
as:

GF(M") =(012,...M—1DUMM+1,M+2,..M+
M—-1DUM:EM?2+1,M?>+1,..M*+ M —
DU.LUM LM+ 1, . M1+ M —1)
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4. Methodology

This paper has focused on the security of grayscale image
with the help of encryption by substitution boxes (s-boxes).
In image encryption, the input is a message image and we get
the output as a cipher image. A grayscale image is
represented by the matrix which contains the specific range
of intensities of the pixels.

Processing of the grayscale image is less complicated
because it requires the least amount of information. In the
encryption process, substitution box is used for the
replacement of pixels in the plain text image and generates
the substituted image. S-box elements are created from
mathematical formulas. Its elements are not randomly
selected or permuted but are balanced by mathematical
formulas.

4.1  Construction of s-box

The construction of substitution box (mxn) is carried out
with the Galois field elements and linear fractional
transformation. In this methodology, primitive polynomial is
generated from the Galois field (28). In the Galois field, each
element is represented by a vector. So that each element is
converted into a binary vector containing 1s and Os.
Substitution box consists of a finite number of elements 2™.
Each element of the substitution box consists of n bits, for
example, in the case of GF (28), each element of s-box has 8
bits. These elements are generated from the irreducible
primitive polynomial, and used in LFT. The elements of
Galois field are used in different orders LFT formula to
generate different substitution boxes. These orders of LFTs
are used as secret keys. In the proposed methodology the
algorithm should satisfy the LFT condition that the
determinant of the LFT function does not equal to zero. For
the calculation of elements of substitution box or to find s;,=

(%Zf), each element in binary form of the finite field is
individually passing through s; (transformation).

Table 1: Valuesofa, b,c,dins;

No. S-box i a b c d

1 S: 1 14 50 0 60
2 S, 2 29 201 29 39
3 Ss 3 3 67 9 3

4 Sy 4 10 197 102 216
5 Ss 5 147 155 1 200
6 Se 6 54 1 200 1

Indexes are calculated from the numerator and
denominator of the transformation. These indexes are used
to find the values of the elements of field and elements of s-
box is the resultant of the subtraction of the indexes of
numerator and denominator of transformation. The LFTs are

5= (%Sf) where i, a, b, ¢, d are given in Table 1. From this
12 L
process six substitution boxes of size 16x16 are generated.

4.2 Image Encryption

In this process, the pixels of the original image are taken
and converted into the binary form (8 bits). Then these bits
are divided into two equal parts (4 bits each) and each parts
is converted into a decimal number which is used to locate
the elements from substitution box to substitute in message
image. In this way, the iteration number depends on the
number of pixels of message image. The proposed
methodology is shown in Fig. 1.

Pixels of Message Image BN Binary form Conversion (8-bits)

\i
v v

4-bits 4-bits

v v

x= convert to decimal

y= convert to decimal

v v

Pick the x, y value from the S-box

L

Replace image pixel value with picked value

Encrypted Image

Fig. 1: Proposed methodology

5. Results and Discussion

In this section, the outcomes of the proposed technique
for encryption of images are presented. In the section below,
visual results show the encrypted images. The second section
discusses the tests that are used to analyze the generated
substitution boxes by nonlinearity (NL) and strict avalanche
criteria (SAC). It also discusses results by applying statistical
tests on message image and substituted or encrypted images.

5.1  Visual Results

In MATLAB, the implementation of image encryption
technique through generated substitution boxes is taken.
Visual results contain the eight types of images; first two are
the colored message image and the grayscale message image
respectively, and the others are the ciphered images which
are encrypted through the generated substitution boxes as
shown in Fig. 2. After getting the visual results, statistical
tests (contrast, correlation, energy and homogeneity) are
performed on the encrypted images for the evaluation of its
immunity against cryptanalysis. In addition to this, the
resultant ciphered images and the plain image are analyzed
by histograms. For substitution-box (s-box) evaluation tests;
two tests nonlinearity and the strict avalanche criteria are
applied on the proposed substitution boxes. Afterwards, the
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calculated values of non-linearity and strict avalanche
criteria of generated substitution boxes are compared with
the references [19-21] in which substitution boxes are
generated by using different techniques.

Fig. 2: (a) Plainimage, (b) Grayscale image, (c) Encrypted image with Sy,
(d) Encrypted image with S, (e) Encrypted image with S;,
(f) Encrypted image with S4 (g) Encrypted image with Ss,
(h) Encrypted image with Se.

5.2  Analysis Tests on s-box
5.2.1 Nonlinearity

The definition of nonlinearity of the substitution box is
dependent on the hamming distance between the given
function and the linear function. For the linearity criteria, the
hamming distance should be minimum. It is also defined as
there is no linear mapping of the substitution box between
the input and output vector [29]. For the boolean functions,
Walsh Hadamard transformation Matrix is very useful. The
nonlinearity of the s-box is calculated by making the boolean
functions (f) and then applying Walsh Hadamard
transformation on it to check the correlation between linear
functions and the boolean functions [30]. It is difficult to
compute the non-linearity when n is large. The nonlinearty
of six different s-boxes are depicted graphically in Fig. 3

222

which shows that there is no linear mapping between
elements of s-box (output) and Galois field elements (Input).
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Fig. 3: (a) Non linearity behaviour of S1, (b) Non linearity behaviour of Sz,
(c) Non linearity behaviour of Sz, (d) Non linearity behaviour of Sa,
(e) Non linearity behaviour of Ss, (f) Non linearity behaviour of Se.

The nonlinearity is formulated as:

NL = %(2“ - WHT(max(f))) 4
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Good substitution box tries to reach its ideal nonlinear
value. The ideal value for the non-linearity of s-box in
GF(28) is 120, which is calculated through the given
formula:

zn_zn/z

NL < )

2

Where n= 8.

5.2.2 Strict Avalanche Criteria (SAC)

For the effective design of substitution box, it should
satisfy the strict avalanche criteria (SAC). In the designing
of the substitution box, our requirement is to get balanced s-
box in which, when the input vector is changed in all possible
combination then every output should appear on that amount
of time [31]. Through this criteria, only 50 percent bits
change in the output. It means that when only one bit is
changed in the input, the output result depicts change in bits
of 0.5. In Table 2 both calculated values of non-linearity
(NL) and strict avalanche criteria (SAC) of proposed
substitution boxes (s-boxes) are tabulated. From the results,
it is clear that proposed substitution boxes have shown good
values of non-linearity and strict avalanche criteria than the
compared ones.

Table 2:  Non-linearity (NL and SAC for substitution boxes).
S-box NL SAC
[19] 105.8 0.4976
[20] 108 0.46
[21] 104 0.4609
S 112 0.5156
S, 102.3750 0.4854
Ss 105.75 0.5215
Sy 108.125 0.5029
Ss 104 0.5000
Se 107.25 0.5117

5.3  Statistical Tests

In this section statistical tests have been performed to
prove the robustness of the proposed methodology used for
encryption, which describes its confusion property against
statistical attacks.

From literature review, it is clear that many encryption
algorithms have been broken with the assistance of statistical
properties. These statistical tests are explained below.

5.3.1 Contrast

In image processing brightness and contrast of the image
are properly adjusted for easy viewing. Contrast is defined
as the difference in the object’s brightness. In encryption
process, the contrast value is directly proportional to the
randomness of the image [32]. The constant image has zero
contrast value. It is formulated as:

C =Y "k —r*P(k,T) (6)

Where P (k, r) represents the position of pixels in gray level
co-occurrence matrices.

Table 3:  Contrast Analysis between plain image and encrypted image.

Contrast Analysis

S-box Plain Image Encrypted Image
Sy 8.2718
S, 7.7263
Ss 6.8759
0.5834
Sq 7.4659
Ss 7.2074
Se 7.1113

Table 3 shows the contrast analysis of plain image and
encrypted images which showed that contrast value of
encrypted image with substitution box S; has higher value
than plain image contrast value.

5.3.2 Correlation

Correlation analysis measures the closeness of pixel
values to its neighboring values. It gives the linear
relationship between two pixel values of the image.
Correlation is measured in vertical, horizontal, diagonal
formats. Its range is between -1 and +1. If the value of
correlation is +1 then the image is positively correlated and
if it is -1 then the image is negatively correlated [33]. The
correlation between the neighboring pixels in the plain image
is strong. The encrypted image which has less correlated
values is more robust in insecure channel.

The mathematical formula of correlation analysis is as
follows:
(k—pk) (r—pur)p(k,r)
K= Zk,r ° @)
kOr
Where u and o are the variance and the mean of the glcm
(gray level co-occurrence matrix), respectively.

Table 4 provides the correlation analysis of the message
image and ciphered images with different generated
substitution boxes. The calculated outcomes clarifies that the
encrypted image has lower value of correlation than the plain
image when used S;.

Table 4:  Analysis of correlation values of message image and the ciphered
image.

Correlation Analysis

S-box Plain image Encrypted image
S 0.2761
Sz 0.2664
Ss 0.3123
0.9226
S4 0.2587
Ss 0.2902
Se 0.3176
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5.3.3 Energy

In energy analysis, the sum of the squared elements of
gray level co-occurrence is measured [34]. In the plain
image, the observed energy value is high because in glcm
(gray level co-occurrence matrix) high valued pixels are
found in some specific place. In ciphered image, energy
values are distributed and show low energy. That is why the
energy of the encrypted image is small as compared to the
original message image.

The energy analysis is mathematically defined as:

E =Y, pk,1)? (8)

Table 5 contains the energy analysis values between the
message image and the encrypted images with different
substitution boxes which illustrates that the encrypted image
has lesser energy value than the plain image that used the
substitution box Sz during encryption.

Table 5: Energy analysis between the plain image and the encrypted image.

Energy Analysis

S-box Plain image Encrypted image
Sy 0.0246

S, 0.0241

S3 0.0255

A 01025 0.0241

Ss 0.0246

Se 0.0254

5.3.4 Homogeneity

In  homogeneity analysis, the familiarity of the
distribution of components of gray level co-occurrence and
diagonal gray level co-occurrence is measured [35]. Its value
is highly dependent on the elements present on the diagonal
of glem (gray level co-occurrence matrix). Its range is
between zero and one. In encryption process, the
homogeneity value is small which reveals the strength of the
encryption algorithm.

Homogeneity analysis is mathematically defined as:

M =T i ©)

1+|k-7|

Table 6:  Analysis of Message image and encrypted image.

Homogeneity Analysis

S-box Plain Image Encrypted Image
S 0.5463
S; 0.5508
Ss 0.5598
0.8674
Sy 0.5516
Ss 0.5500
Se 0.5579

Table 6 shows the homogeneity analysis of the message
image and the ciphered images with different substitution
boxes. It represents that the encrypted image has a small
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homogeneity value when substitution box S; is used in the
encryption process.

6. Histrogram Analysis

In histogram analysis, the distribution of intensities of the
color values of the pixels is illustrated. It is used to find the
difference between the intensities of colours between non-
ciphered and ciphered image [36]. The histogram of the
encrypted image is mainly different from the histogram of
the plain image and shows no statistical similarity to the plain
image.

Fig. 4 depicts the histogram analysis of the proposed
technique outcomes. It consists of histograms of message
image and encrypted images. These results make clear that
the histograms of encrypted image are different from the
message image histogram and give no evidence of the
message image.
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Fig. 4: (a) Histogram of original image, (b) Histogram of encrypted image
with S;, (c) Histogram of encrypted image with S,, (d) Histogram
of encrypted image with S;, () Histogram of encrypted image with
S4, (f) Histogram of encrypted image with Ss, (g) Histogram of
encrypted image with Se.
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7. Conclusions

Itis concluded from the experimental results and analysis
tests that the proposed encryption algorithm for a grayscale
image has fulfilled the main objective of cryptography, i.e.,
confidentiality. It is based on the generation of substitution
boxes through linear fraction transformation and elements of
Galois field and implementation of these substitution boxes
for ciphering the plain image. The message image showed
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more randomness and immunity against attacks when
encrypted with S; (substitution-box) which has a high
nonlinearity value and satisfies the strict avalanche criteria
as compared to the other substitution boxes (Sz, Ss, Sa, Ss,
and Sg).
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